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To our children, our families, and privacy engineers everywhere—past, present, and future.

Foreword, with the Zeal of a Convert

It’s a call I get every 6 to 12 months. My credit card has been “compromised” and needs to be
replaced with a new one. Once a major annoyance, this has become a well-oiled, mildly inconvenient
ritual for updating useful accounts and dropping the ones I no longer need or want—an effective
method for canceling sticky subscriptions. It is a tribute to the resilience of human beings that we can
adapt so easily to a bad state of affairs. And so it is for me, and many others I suspect, the way that I
am reminded about privacy and its protection, by accident, every 6 to 12 months, for just a few days.
It’s not that I don’t like privacy; it’s just that I really didn’t care all that much.
The book you are holding at this instant is what made me care, deeply. It didn’t happen for
ideological reasons, nor because I favor anonymity, although I do like it, at times of my choosing. No
I care because the “privacy engineering” framework, methods, and processes the authors have put
together are critical enablers to unlock value from data. However strange that may sound (after all,
isn’t privacy all about preventing companies from gaining access to customer data?), it makes sense
when you consider the complexity of dealing in practice with the absurd amounts of data individuals,
companies, and governments are producing and accumulating at an accelerating pace. The keyword
here is complexity. Having spent the past two decades studying and modeling complex systems, I am
not the most unbiased of observers, but, given that we all have our biases, I hope you will find mine
useful.1 I tend to view the most interesting problems through the lens of complex systems, and data,
particularly in large quantity, strike me as a complex system of sorts.

Data as a Complex, Evolving, Self-Organizing System

Let’s consider, for the purpose of this Foreword, data about individuals—their attributes and
behaviors as they have been captured digitally, with or without consent from the individuals, often
redundantly and with errors. All those data about one single individual constitute a mini-ecosystem, a
mini-PIE (personal information ecosystem). The mini-PIE is populated with many interacting specie
when a ZIP code interacts with a list of recently visited web pages, an (allegedly relevant)
advertisement may be created, the response to which will be added to the mini-PIE. When a
misspelled version of a name interacts with a web site account, it results in a rejection; but when the
same misspelled version of a name interacts with a Department of Homeland Security database, it
may wreak havoc in the individual’s life.
Each time there is an interaction, it adds richness and complexity to the mini-PIE. Your very own
mini-PIE, which is in fact your digital identity, exhibits many coexisting dynamical patterns of
behavior: you pay your bills on time, you travel domestically about three times per month and
overseas twice a year, you visit 57 news sources on average in a given week, you purchase a lot of
items on Amazon around December 18, and, to play on the infamous Target-knows-everything
example, your daughter’s buying patterns suggest she is pregnant even though you don’t know (yet).
The truth is, there are millions, even billions of possible patterns in your mini-PIE: yes, your PIE can
be sliced in that many ways.
Now consider bringing together the mini-PIEs of thousands or even millions of individuals, a
typical number for, say, a midsize retailer. All these interacting species can now interact between
individuals, not just within one individual’s mini-PIE. Some of these interactions are implicit: “my
ZIP code is the same as your ZIP code,” while others are explicit: “my (pregnant?) daughter is
Facebook friends with your (suspicious?) son.” The interacting species from all the mini-PIEs form a
big PIE covering many individuals, with each species a building block that can be combined in many

different ways to address many different questions. The trouble is, the number of possible
combinations is, well, combinatorial, which means that it increases faster than exponentially with the
number of building blocks and therefore the number of individuals in the PIE, a concept we will
encounter again soon. I hope to have convinced you, however imperfectly, that personal information
a complex system. Now is a good time to examine the consequences.

Complexity

The problem with increasing the number of interacting building blocks in a PIE is that finding the
right combinations becomes a quixotic task. If you are looking for correlations in the data, which
seems to be the new scientific method, the number of spurious correlations increases much faster tha
their more meaningful counterparts. In Antifragile, economist and author Nassim Taleb sums it up:
“in large data sets, large deviations are vastly more attributable to noise (or variance) than to
information (or signal).”2 He adds, “falsity grows faster than information.” In other words, we can
expect many correlations that are statistically significant but ultimately meaningless. It follows that i
order to exploit the complexity inherent in very large datasets, you need a way to weed out most of th
meaningless correlations that inevitably show up all over the place.

Emergence

In addition to the combinatorial complexity of putting together the right building blocks, there is the
delicious problem of emergence: the whole is more (or less) than the sum of its parts (building
blocks), meaning that you cannot know ahead of time what a combination of building blocks will
produce. Put two or three innocuous building blocks together and the result might be equally
innocuous—or spectacularly interesting. To use a national security example, let’s assume that the
three building blocks are as follows: (1) Suspicious individuals are learning to fly aircraft without
learning how to land. (2) Web site chatter indicates that a terrorist event will take place on 9/11. (3) A
suspected terrorist told his friends in a chat room that there will soon be an attack against the World
Trade Center in New York. I wouldn’t call any of these building blocks innocuous, so they are not,
individually, actionable. However, if you know to put them together, you get a very actionable piece
of intelligence. Of course, I am assuming here that you know to put these three particular building
blocks together, but the main point is that the value of the combination is much, much greater than th
sum of the individual building block’s value. This type of emergence is ubiquitous in PIEs. Just as th
combination of unclassified individual parts can produce classified information, the combination of
perfectly legal parts can be illegal. Another kind of emergent phenomenon happens when building
blocks are plunged into a new environment, revealing previously concealed properties: for example, a
combination of building blocks that is legal to store in one country could become illegal the minute
you cross a border, reflecting a change in the legal environment. That makes the calculus of privacy
tricky.

Self-Organization

Some of the more interesting emergent patterns that can be observed in PIEs are patterns of selforganization. It is an interesting property of ecosystems that species interact with one another, thereb
modifying their environment, which in turn changes the way they interact with other species. To see
how the concept applies here, let’s consider the very, very big Amazon PIE. Amazon customers leave

data trails similar to the pheromone trails of ants: the more pheromone on a trail, the more ants are
attracted to the trail, further reinforcing the trail’s pheromone concentration, a well-known example o
self-organization in biological systems. The net result for Amazon customers is well-groomed trails t
the most popular products as these products attract more reviews, which makes other customers more
comfortable and gives Amazon an incentive to promote them since these products sell more easily.
Recommender systems seem largely stuck in the collaborative filtering model, an inherently selfreinforcing method corralling the masses toward self-defining blockbusters and away from the “long
tail,” those products that sell just a few pieces every year. Collaborative filtering does not rely on you
personal characteristics but rather on a generic set of PIE building blocks: the overlap between what
you have purchased and what other people have purchased. Beyond recommender systems, you will
find a similar kind of self-reinforcing dynamics in every situation where a certain type of building
block from your PIE will be used to increase its own importance. For example, if you are a frequent
traveler on an airline, you can very easily become a “known traveler” and peruse the keep-your-shoes
on-and-your-laptop-in-the-bag security line at the airport, a perk that increases the likelihood that yo
will continue to pile up the miles with that airline. What is missing in this picture is creativity and
innovation. Even ants sometimes wander off their columns and get lost when finding new food
sources, and so must data-mining algorithms, or we will be stuck on boring, self-reinforcing highway
for a long time, ignoring other opportunities. One example of a company that should give us hope use
evolution as its creativity engine. Its name? Pandora.

Evolution

Pandora has identified the building blocks of music and musical tastes. A team of experienced
musicologists have painstakingly analyzed tens of thousands of songs spanning all musical genres
using a set of 450 well-defined attributes that characterize the music and listeners’ musical
preferences. Pandora calls this treasure trove of precise taxonomic information the Music Genome
Project (MGP), a key asset that has made the company a beloved personalized radio station: discover
is not based on what others like but on what you like. Pandora asks a listener to rate multiple songs
and uses its MGP to evolve and mutate the genomes of the preferred songs to discover songs that
might be of interest to that particular listener. A common experience with Pandora is to discover an
artist or song that you love but had no idea even existed: you wouldn’t have been able to search for it
but you know it is a great match in the first seconds of hearing it. In other words, Pandora provides an
example of evolutionary dynamics in a mini-PIE. But for this to work, “the MGP’s database is built
using a methodology that includes the use of precisely defined terminology, a consistent frame of
reference, redundant analysis, and ongoing quality control to ensure that data integrity remains
reliably high.”3 Similarly, if we are to discover not just songs but more general patterns in data, the
underlying data need to have the same characteristics as the Pandora MGP data.
As dean of a College of Computational Sciences, focused on critical analysis and creative
thinking, I have established “Know thy data” as one of the core learning objectives of our curriculum
Well, it’s expressed in less memorable terms: “Consider the nature, scope, quality, sampling, origin
and context of the data, including the existence of a control group.” In other words, the integrity and
traceability of data are crucial to what you can do with it, a core theme of privacy engineering.
Modelers have a well-known expression: garbage in, garbage out. Problem is, you don’t know for sur
that it’s garbage if you haven’t prepared your data properly.
Once the underlying data structure is in place and all methods and processes are properly
implemented, amazing things become possible if you view data as the genetic code of value
propositions. In the case of the Pandora value proposition, it is literally true. But it is generally true

that data building blocks are combined, mutated, and recombined to create new value propositions.
Innovation comes from combining and reconfiguring existing building blocks differently. Consider
Capital One, the credit card company that invented balance transfer and is famous for experimenting
at scale by creating and sending out tailored offers to potential customers, waiting for results to come
in, and then modifying its offers in response to the profitability of a particular combination of offer
and segment. The continuous feedback, although it was taking place on a longer timescale than
Pandora’s, is of the same nature, with the data building blocks defining [offer] × [segment] being
mutated and recombined in response to customer behavior. The same principle is widely applicable,
from the mundane A/B testing used by savvy Internet companies to the design of entire business
strategies. But before anything can be done, you need a privacy engineering strategy.

Foreword’s Epilogue

“My company has been collecting a megaton of data over the years and we have used it for reporting
but we think there is value in it that we’re not exploiting. But we don’t know where and how to look.
Help us discover the value in it.” In just one year, this kind of statement has become commonplace in
my conversations with executives all over the world. Privacy is rarely mentioned, and even then, only
as a hindrance. Let me note in passing that privacy, as a field, should probably be renamed. There is
no sense of urgency or value in the word privacy, a problem that has plagued the field and will one da
be addressed by shrewd marketers. Therein lies the beauty of privacy engineering: not only do data
that have been “privacy engineered” comply with rules and regulations, they are also ready for
exploitation, thereby transforming a legal burden into an opportunity for value creation.
Just as a prelude, consider what privacy engineering can do to clinical trials in the drug
development process. The future of clinical trials is the quasi-disappearance of clinical trials: they ar
slow, large, expensive, indiscriminate, and produce flawed results—they need to go in their current
incarnation. The most promising alternative approach is based on “real-world outcomes,” that is,
observational studies that do not rely on the randomized controlled trial (RCT) concept. Powerful
statistical techniques can to a large extent “replicate” RCTs and establish causation. With this
approach, the same data building blocks (age, race, gender, genotypic attributes, lifestyle attributes,
drugs used, etc.) can be used, reused, and recombined multiple times depending on the question being
studied, lowering drastically the cost and duration of studies and boosting innovation. But for that
approach to be possible, well, the building blocks need to be legal, and dependable and their integrity
ensured. In other words, the data have to be privacy engineered.
As for that credit card call, if the appropriate data building blocks had been kept separate, I
wouldn’t have received it. But it’s become my best strategy to get out of sticky subscriptions.
Dr. Eric Bonabeau, PhD
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Introduction

The world is certainly flat. Everyone said so. The government said so. The Church said so. Your wise
old aunt and the richest guy in town said so. Everyone.
Except, a few explorers and dreamers and scientists and artists and plainspoken folks looked out a
a sky that appeared more like a bowl and noticed that the ground and sky always met for a brief kiss
before the observer wandered ever closer and the meeting became elusive once more. And shadows
and tides and other indications seemed to suggest that there might be something more than dragons
beyond the edge of the world. And so, as it turned out, the world was not, in fact flat. There was a
seemingly endless set of new possibilities to discover.
Privacy is certainly dead. Everyone said so. Rich people with big boats who sold stuff to the CIA
in the 1970s said so. Founders of important hardware companies said so. Someone who blogs said so.
The government cannot make up its mind which person should say so or if the polling numbers look
right, but it might say so. Someone tweeted. Even really old technologists who helped invent the
whole thing said so. Everyone.
Except, a few explorers and inventors and philosophers and children and parents and even
government regulators looked out at a seemingly endless sea of data and still can see how a person ca
be distinguished from a pile of metadata. And people who wish to decide for themselves the story tha
they wish to tell about themselves and to whom see a different horizon. The privacy engineer sees thi
horizon where privacy and security combine to create value as a similarly challenging and exciting
time for exploration, innovation and creation; not defeat. There are a seemingly endless set of new
possibilities to discover.
The purpose of this book is to provide, a systematic engineering approach to develop privacy
policies based upon enterprise goals and appropriate government regulations. Privacy procedures,
standards, guidelines, policies and mechanisms can then be designed and implemented. A systemsengineering set of methodologies, models, and patterns that are well known and well regarded but are
also presented in a creative way are used as models to guide the privacy engineer along on their
journey. A proposed quality-assurance-checklist methodology and possible value models are
described. But why bother?
The debate about data privacy, ownership, and reputation pose an irresistible and largely
intractable set of questions. Since the beginning of recorded history, people have sought connection,
culture, and commerce resulting from sharing aspects about themselves with others. New means of
communication, travel, business, and every other social combination continue to evolve to drive
greater and greater opportunities for the solo self to be expressed and to express oneself in person and
remotely. It is all terribly exciting. Yet, every individual still desires a sense of individuality and
space from his fellow man; a right to be let alone without undue interference to lead his individual
life.
Governments have played a stark role in the development of data privacy. Laws are created to
protect. But laws are also drawn in reaction to abuses and challenges to individual rights and
freedoms. To futher complicate matters, laws are created in an unharmonized, multicultural context
betwixt and between multiple governments in a world where people have become free to travel with
relative ease and comfort—sans peanuts—around the globe and back again. National and internationa
security norms have been challenged in both heroic and embarrassing fits and starts. The role of Tota
Information versus insight and actionable information is debated again and again. “Insiders” and fam
seekers have exposed massive data collection programs.
In the information technology sector, data privacy remains a matter for heated debate. At times th

debate seems as if technologists somehow wish (or believe) they could escape the norms of general
social, cultural, and legal discourse. Simply by designing ever-more complex systems and protocols
that “need” increasing levels of sensitive information to work, technologists’ actions (or creations )
seem to deny the basic requirement to respect data about people. Lawyers have come trooping in en
masse to write similarly complex terms and conditions and hope to paper over the problem or find a
cozy loophole in unholy legislative agendas. Investors search in vain for beans to count. Everyone els
finds privacy boooooooorrrrring… until their own self interests are compromised.
Just as automotive technology eventually became a ubiquitous and necessary part of many more
lives, so too has information technology from PCs to phones to “the cloud” become an essential part
of industrialized nation states’ economic stability and cultural expectations. Personal data fuels and
preserves the value of this new information boom. The time has come where the elite can no longer
dismiss the debate or pretend that data privacy doesn’t matter. Our society cannot continue to build
new creations that defy basic privacy precepts (that we will discuss herein) if they wish to see this ne
world unfold and grow to its true potential.
If an executive at a global company publicly stated that he just doesn’t believe in taxes and
therefore will simply not pay them to any government, he would likely be removed or at least
considered to be a great humorist. Not so for data privacy in the past. In the past decades, executives
and other makers and consumers of information technologies regarded data privacy as some sort of
religion that they could believe in--or not--at will and without consequence. They certainly did not
regard privacy as a requirement to measure, to debate in the boardroom, or to build at the workbench
We see these uninformed days of privacy as religion as nearly over. The age of data privacy as a set o
design objects, requirements for engineering, and quality measures is dawning and we hope to help th
sun to come shining in. There are possibilities, not dragons, over the new horizon.
In fact, we believe that plain-old-fashioned greed and an instinct for value creation will actually
hasten the age of privacy engineering and quality. We know that the concept of privacy regarding
one’s person, one’s reputation, and, ultimately, what can be known about the person, has been the
inspiration of law and policy; but we also know that innovation has real value, and we know that
privacy—informational or physical—holds the same.
Andrew Grove, co-founder and former CEO of Intel Corporation, offered his thoughts on internet
privacy in an interview in 20004:
“Privacy is one of the biggest problems in this new electronic age. At the heart of the Internet
culture is a force that wants to find out everything about you. And once it has found out everything
about you and two hundred million others, that’s a very valuable asset, and people will be tempted to
trade and do commerce with that asset. This wasn't the information that people were thinking of when
they called this the information age.”
Thus, people living in the Information Age are faced with a conundrum: They wish to be
connected on a series of global, interconnected networks. But, they also want to protect their privacy
and to be left alone…sometimes. Both business and governmental enterprises, striving to provide a
broad base of services to their user community, must ensure that personal information and
confidential data related to it are protected. Those who create those systems with elegance, efficiency
and measurable components will profit and proliferate. History is on our side.
We call the book and our approach “Privacy Engineering” in recognition that the techniques used
to design and build other types of purposefully architected systems can and should be deployed to
build or repair systems that manage data related to human beings.
We could have similarly called the book “Design Principles for Privacy”, because the techniques
and inspirations embraced by the Design communities in informatics, critical design and, of course,
systems design are also a part of the basic premise where one can review an existing successful

framework or standard and find inspiration and structure for building and innovation. The very
nomenclature of “Privacy Engineering” is left open to the possibility of further design.
The models shown in this book are abstractions. Models are never the reality, but models and
patterns help designers, stakeholders, and developers to better understand and communicate required
reality.
Confidence in privacy protection will encourage trust that information collected from system use
will be used correctly. This confidence will encourage investment in the enterprise and, in the case of
charity enterprises, will encourage people to donate.
There are many books and papers on privacy. Some focus upon privacy law, others focus on
general privacy concepts. Some explain organizational or management techniques. This book is
intended to be additive. This book crosses the boundaries of law, hardware design, software,
architecture, and design (critical, aesthetic and functional). This book challenges and teases
philosophical debates but does not purport to solve nor dissolve any of them. It discusses how to
develop good functionalized privacy policies, and it shows recognized methodologies and modeling
approaches adapted to solving privacy problems. We introduce creative privacy models and design
approaches that are not technology-specific nor jurisdiction-specific. Our approach is adaptable to
various technologies in various jurisdictions.
Simply put, this is a book of TinkerToy5 like components for those who would tinker, design,
innovate, and create systems and functional interfaces that enhance data privacy with a sustainability
that invites transparency and further innovation. We wish to demystify privacy laws and regulations
and nuanced privacy concepts into concrete things that can be configured with flexible, engineered
solutions.
The Privacy Engineer’s Manifesto: Getting from Policy to Code to QA to Value is a unique book.
We introduce privacy engineering as a discrete discipline or field of inquiry; innovation may be
defined as using engineering principles and techniques to build controls and measures into processes,
systems, components, and products that enable the authorized processing of personal information. W
take you through developing privacy policy, then to system design and implementation, to QA testing
and privacy impact assessment, and finally (actually, all throughout the book) discussions about valu

Chapter 1 introduces the evolution of information technology and the network, and its impact on
privacy.
In chapter 2, we discuss a series of definitions: policy, privacy engineering, personal informatio
(PI), and the Fair Information Processing Principles (FIPPS).
Chapter 3 covers data and privacy governance, including data governance, Generally Accepted
Privacy Principles (GAPP), Privacy by Design (PbD), and other governance frameworks.
In chapter 4, we introduce a privacy engineering development structure, beginning with the
enterprise goals and objectives that are used to development a privacy policy.
In chapter 5 we discuss privacy engineering requirements. We then introduce use cases and usecase metadata.
In chapter 6, we introduce enterprise architecture and the various views of it. We dig into the
privacy engineering/system engineering lifecycle methodology. We show the Unified Modeling
Language (UML) usage flow from the context diagram, using the UML use-case diagram, to the
use of business activity diagrams, including showing key data attributes. We move on to data an
class modeling using the UML class modeling diagram, and then to user interface design. We us
the system activity diagram to show where FIPPS / GAPP requirements are satisfied within the
privacy component design and then we move to dynamic modeling where we define service

components and supporting metadata, including the inclusion of Privacy Enabling Technologies
(PETs). We then discuss the completion of development, the development of test cases, and the
system rollout.
Chapter 7 discusses the Privacy Component, an app that will be used to maintain the privacy
notice. The privacy team, along with the data stewards, will enter and maintain the privacy rules
When an embedding program requires personal information, the privacy component will ensure
that the personal information is collected according to privacy policies.
Chapter 8 presents, as an example, a small mobile app that uses a simplified version of the
privacy component to support a high school cross-country runners app.
Chapter 9 examines a vacation planner application that utilizes a privacy component that has
already been developed, tested, and implemented. A large hospitality company requires a system
to help its customer community plan a vacation at one of their hospitality sites.
Chapter 10 covers quality assurance throughout the development life cycle, data quality, and
privacy impact assessments (PIA).
Chapter 11 discusses privacy awareness assessments and operational readiness planning.
Chapter 12 covers organizational aspects of privacy engineering, and aligning a privacy function
to IT, to data governance / data stewardship, and to the security management function.
Chapter 13 discusses how data and data privacy can be valued.
Chapter 14 covers our musings about the future of privacy and privacy engineering, along with a
privacy manifesto.

Why anyone should care about privacy, privacy engineering, or the idea o
indivdual data.

It's time to serve humanity.
Humanity is people.
Humanity is empowered stewardship of our surroundings—
Our universe, planet, and future.
Humanity is described by data;
Data about humans;
Data about all things human.
Data is not humanity;
Data tells a story.
Data is not power;
Data is leverage.
Data cannot capture humanity.
Humanity can capture data.
It's time to serve humanity.
There is no one else.
We are already past due.
This is the paradox in which the privacy engineer discovers, inspires, and innovates. Let’s begin.
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